
 

DATA PROCESSING ADDENDUM - GDPR  

This Data Processing Addendum (“DPA” or “Addendum”) forms part of the existing agreement(s)  
between the customer identified on the signature page of this Addendum (the “College”) and ZeeMee,  
Inc. (“ZeeMee”), and/or other written or electronic agreement(s) between ZeeMee and College for  the 
purchase of Services provided by ZeeMee (collectively the “Agreement”) to reflect the parties’  
agreement with regard to the Processing of Personal Data for College, in accordance with the  
requirements of Data Protection Laws. The effective date of this DPA is May 25, 2018 or the effective  
date of the Agreement, whichever is later (“Effective Date”). All capitalized terms not defined herein  
shall have the meaning set out in the Agreement.  

1. GENERAL TERMS  

This DPA applies to the Processing of Personal Data within the scope of the EU General Data  
Protection Regulation 2016/679 (as further defined in Section 11, and hereinafter “GDPR”), by 
ZeeMee on behalf of College. ZeeMee will Process Personal Data in accordance with the GDPR  
requirements directly applicable to ZeeMee’s provision of its Services. This DPA does not limit or  
reduce any data protection commitments relating to Processing of College Data previously 
negotiated  by College in the Agreement (including any existing data processing addendum to the 
Agreement).  

By signing this Addendum, College enters into the DPA on behalf of itself and, to the extent required  
under applicable Data Protection Laws, in the name and on behalf of its Authorized Affiliates, if and  
to the extent ZeeMee Processes Personal Data for which such Authorized Affiliates qualify as the  
Controller. For the purposes of this DPA only, the term “College” shall include College and  
Authorized Affiliates, unless otherwise indicated herein.  

In the course of providing the Services to College pursuant to the Agreement, ZeeMee may Process  
Personal Data on behalf of College. ZeeMee agrees to comply with the following provisions with  
respect to any Personal Data Processed for College in connection with the provision of the Services.  
If not otherwise defined in the relevant section, all definitions applicable to this DPA have been  
consolidated into Section 11, titled “Definitions.”  

2. PROCESSING OF PERSONAL DATA  

2.1 The parties agree that with regard to the Processing of Personal Data provided by College to  
ZeeMee, College is the Data Controller, ZeeMee is a Data Processor and that ZeeMee or the ZeeMee  
Group if applicable will engage Subprocessors pursuant to the requirements set forth in Section 5  
“Subprocessors” below.  

2.2 College shall, in its use or receipt of the Services, Process Personal Data in accordance with the  
requirements of Data Protection Laws and College will ensure that its instructions for the Processing  
of Personal Data shall comply with Data Protection Laws. College shall have sole responsibility for  
the accuracy, quality, and legality of Personal Data and the means by which College acquired Personal  
Data.  

2.3 ZeeMee will Process Personal Data in accordance with applicable Data Protection Laws, and the  
GDPR requirements, directly applicable to ZeeMee’s provision of its Services. ZeeMee shall only  
Process Personal Data on behalf of and in accordance with College’s documented instructions and  
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shall treat Personal Data as Confidential Information. College instructs ZeeMee to Process Personal  
Data for the following purposes: (i) Processing in accordance with the Agreement and applicable  



orders; (ii) Processing to comply with other reasonable instructions provided by College (e.g., via a 
support ticket) where such instructions are consistent with the terms of the Agreement; and (iii)  
Processing of Personal Data that is required under applicable law to which ZeeMee or ZeeMee 
Affiliate is subject, including but not limited to applicable Data Protection Laws, in which case 
ZeeMee or the relevant ZeeMee Affiliate shall to the extent permitted by applicable law, inform the  
College of such legally required Processing of Personal Data.  

2.4. As required under Article 28(3) of the GDPR, the subject matter and duration of the Processing,  
the nature and purpose of the Processing, the types of Personal Data and categories of Data Subjects  
are set forth in Annex 1 to this DPA Addendum (titled “Annex 1: Details of Processing College 
Personal Data”). The subject matter of Processing of Personal Data by ZeeMee is the performance of  
the Services provided under the Agreement. Upon prior written notice, College may request  
reasonable amendments to Annex 1 as College reasonably considers necessary to meet the  
requirements of Article 28(3) of the GDPR and ZeeMee will review such requested changes. Nothing  
in Annex 1 confers any right or imposes any obligation on any party to this Addendum.  

3. RIGHTS OF DATA SUBJECTS  

3.1. ZeeMee shall, to the extent legally permitted, promptly notify College if it receives a request  from 
a Data Subject to exercise the Data Subject's right of access, right to rectification, restriction of  
Processing, erasure (“right to be forgotten”), data portability, object to the Processing, or its right not  
to be subject to an automated individual decision making (“Data Subject Request”). Taking into  
account the nature of the Processing, ZeeMee shall assist College by appropriate technical and  
organizational measures, to the extent possible, for the fulfilment of College’s obligation to respond  
to a Data Subject Request under Chapter III of the GDPR. Except to the extent required by applicable  
law, ZeeMee shall not respond to any such Data Subject Request without College’s prior written  
consent except to confirm that the request relates to College.  

3.2 Further, to the extent College, in its use of the Services, does not have the ability to address a Data  
Subject Request, ZeeMee shall upon College’s request provide commercially reasonable efforts to  
assist College in responding to such Data Subject Request, to the extent ZeeMee is legally permitted  
to do so and provided that such Data Subject Request is required under applicable Data Protection  
Laws.   

4. PERSONNEL  

4.1 ZeeMee shall ensure that its personnel engaged in the Processing of Personal Data are informed  
of the confidential nature of the Personal Data, have received appropriate training on their  
responsibilities and are subject to obligations of confidentiality and such obligations survive the  
termination of that persons’ engagement with ZeeMee.  

4.2 ZeeMee shall take commercially reasonable steps to ensure the reliability of any ZeeMee 
personnel engaged in the Processing of Personal Data.  

4.3ZeeMee shall ensure that ZeeMee Group’s access to Personal Data is limited to those personnel  
who require such access to perform the Agreement. 
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4.4 Data Protection Officer. Members of the ZeeMee Group have appointed a data protection  
officer where such appointment is required by Data Protection Laws. The appointed person may be  
reached at info@zeemee.com.   

5. SUBPROCESSORS  

5.1 College acknowledges and agrees that (a) ZeeMee’s Affiliates may be retained as Subprocessors;  
and (b) ZeeMee and ZeeMee’s Affiliates respectively may engage third-party Subprocessors in 
connection with the provision of the Services. Any such Subprocessors will be permitted to obtain  



Personal Data only to deliver the services ZeeMee has retained them to provide, and they are  
prohibited from using Personal Data for any other purpose.  

5.2 ZeeMee shall be liable for the acts and omissions of its Subprocessors to the same extent ZeeMee 
would be liable if performing the services of each Sub-processor directly under the terms of this 
DPA,  except as otherwise set forth in the Agreement.  

5.3 ZeeMee or ZeeMee Affiliate has entered into a written agreement with each Subprocessor  
containing data protection obligations that are no less protective than the terms set forth in this  
Addendum with respect to the protection of Personal Data and meet the requirements of Article 28(3)  
of the GDPR or equivalent provisions of any other Data Protection Law, to the extent applicable to  
the nature of the Services provided by such Subprocessor.  

5.4 College authorizes ZeeMee and each ZeeMee Affiliate to appoint Subprocessors in accordance  
with this Section 5. The list of ZeeMee Subprocessors used by ZeeMee in connection with its  
provision of the Services is set forth in Annex 2, and such list includes all Subprocessors’ identities  
and country of location (“Subprocessors List”). In the event ZeeMee makes any changes or additions  
to such list, it will notify College in writing, thereby giving College the opportunity to object to such  
changes (as set further set forth in section 5.5 below).  

5.5. College may object to ZeeMee’s use of a new Subprocessor by notifying ZeeMee promptly in  
writing within thirty (30) business days after any updates are made by ZeeMee to the Subprocessor  
list. In the event of such objection by College, ZeeMee will take commercially reasonable steps to  
address the objections raised by College and provide College with reasonable written explanation of  
the steps taken to address such objection.  

5.6. Data Transfers. ZeeMee shall not transfer Personal Data of College except lawfully, in  
compliance with applicable Data Protection Laws, and Personal Data will be transferred in accordance  
with ZeeMee’s statement and terms set out at https://www.zeemee.com/privacy_policy. Solely for  the 
provision of Services to College under the Agreement and subject to this Section 5.6, College  
hereby authorizes ZeeMee to make routine transfers of Personal Data to the local ZeeMee Group  entity 
and/or approved Sub-processors of ZeeMee. Notwithstanding, in the event that Personal Data  of 
College is transferred from the European Union, the European Economic Area and/or their member  
states, Switzerland and the United Kingdom to countries which do not ensure an adequate level of  
data protection within the meaning of the Data Protection Laws of the foregoing territories  
(“Restricted Transfers”), ZeeMee complies with the provisions of Section 5.6(a), with respect to  
such Restricted Transfers.  

(a)Transfer mechanisms for Restricted Transfers. ZeeMee makes available the transfer  
mechanisms listed below which shall apply, with respect to any Restricted Transfers under  
this DPA, to the extent such transfers are subject to such Data Protection Laws: 
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(1) Privacy Shield self-certifications. ZeeMee will certify its compliance to the  EU-
US Privacy Shield Program. ZeeMee shall maintain its certification to the Privacy  
Shield for so long as it maintains any EEA Personal Data. In the event that EU  
authorities or courts determine that the Privacy Shield is not an appropriate basis for 
transfers, the parties shall promptly execute an approved EU Standard Contractual  
Clauses (Processors), which shall be incorporated herein upon execution.  

(2) Standard Contractual Clauses. ZeeMee and ZeeMee Affiliates acting  as 
Subprocessor (as listed in Annex 2) hereby enters into approved Standard  Contractual 
Clauses (Processors) with College, as further set forth in Section 9 of this  Addendum 
and Annex 3.  

In the event that Services are covered by more than one transfer mechanism, the transfer of  
College's Personal Data will be subject to a single transfer mechanism in accordance with the  
following order of precedence: (i) Privacy Shield self-certifications; (ii) Standard  Contractual 
Clauses.  



6. SECURITY  

6.1. Taking into account the state of the art, the costs of implementation and the nature, scope, context  
and purposes of Processing as well as the risk of varying likelihood and severity for the rights and  
freedoms of natural persons, College and ZeeMee shall implement appropriate technical and  
organizational measures to ensure a level of security appropriate to the risk. ZeeMee will maintain  
appropriate technical and organizational measures for protection of the security, confidentiality and  
integrity of Personal Data that meet the requirements for a Data Processor under the GDPR. ZeeMee  
regularly monitors compliance with these safeguards. ZeeMee will not materially decrease the overall  
security of the Services during the term of ZeeMee’s provision of such Services pursuant to the  
applicable Agreement or order form thereunder.  

6.2 Upon College’s written request at reasonable intervals, ZeeMee shall provide a copy of ZeeMee’s  
then most recent third-party audits or certifications, as applicable, or any summaries thereof, related  
to the Processing of Personal Data of College, that ZeeMee generally makes available to its customers  
at the time of such request. ZeeMee shall make available to College, upon reasonable written request,  
such information necessary to demonstrate compliance with this Addendum, and shall allow for  
written audit requests by College or an independent auditor in relation to the Processing of Personal  
Data to verify that ZeeMee employs reasonable procedures in compliance with this Addendum,  
provided that College shall not exercise this right more than once per year. Such information and audit  
rights are provided under this section 6.2 to the extent the Agreement does not provide such audit  
rights that meet the requirements of applicable Data Protection Laws (including, where applicable,  
Article 28(3)(h) of the GDPR). Any information provided by ZeeMee and/or audits performed  
pursuant to this section are subject to the confidentiality obligations set forth in the Agreement.  

6.3 ZeeMee shall provide College with reasonable assistance as needed to fulfil College’s obligation  
to carry out a data protection impact assessment under Article 35 or 36 of the GDPR as related to  
College’s use of the Services. ZeeMee will provide such assistance upon College’s reasonable request  
and to the extent College does not otherwise have access to the relevant information, and to the extent  
such information is available to ZeeMee. Additionally, ZeeMee will provide reasonable assistance to  
College in the cooperation or prior consultation with the Supervisory Authority in the performance of  
its tasks relating to this Section 6.3, to the extent required under the GDPR. 
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7. SECURITY BREACH MANAGEMENT AND NOTIFICATION  

7.1 ZeeMee will promptly notify College, without undue delay, after ZeeMee becomes aware of any  
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or unlawful access to  
any College’s Personal Data that is transmitted, stored or otherwise Processed by ZeeMee or its  
Subprocessors of which ZeeMee becomes aware (“Security Breach”). ZeeMee will use reasonable  
efforts to identify the cause of such Security Breach and shall promptly and without undue delay: (a)  
investigate the Security Breach and provide College with information about the Security Breach,  
including if applicable, such information a Data Processor must provide to a Data Controller under  
Article 33(3) of the GDPR to the extent such information is reasonably available; and (b) take  
reasonable steps to mitigate the effects and to minimize any damage resulting from the Security  
Breach to the extent the remediation is within ZeeMee’s reasonable control. The obligations herein  
shall not apply to any breach that is caused by College or it Authorized Users. Notification will be  
delivered to College in accordance with Section 7.3 below.  

7.2 ZeeMee’s obligation to report or respond to a Security Breach under this Section is not and will  
not be construed as an acknowledgement by ZeeMee of any fault or liability with respect to the  
Security Breach.  

7.3. Notification(s) of Security Breaches, if any, will be delivered to one or more of College’s  
business, technical or administrative contacts by any means ZeeMee selects, including via email. It is  
College’s sole responsibility to ensure it maintains accurate contact information on ZeeMee’s support  
systems at all times.  

8. RETURN AND DELETION OF CUSTOMER DATA  



8.1 ZeeMee shall return College Data to College and/or delete College Data in accordance with 
ZeeMee’s procedures and Data Protection Laws and/or consistent with the terms of the 
Agreement.  

8.2 At College’s request, ZeeMee shall delete or return all Personal Data to College after the end of  
the provision of Services relating to Processing, and delete existing copies, unless applicable Data  
Protection Law requires storage of the Personal Data or the Data Subject requests or consents to such  
retention for continued use of services.  

9. ADDITIONAL TERMS FOR EU PERSONAL DATA  

9.1 The Standard Contractual Clauses in Annex 3 and the additional terms in this Section 9 will 
apply  to the Processing of Personal Data by ZeeMee in the course of providing the Services.  

9.1.1 The Standard Contractual Clauses apply only to Personal Data that is transferred from  
the European Economic Area (EEA) or Switzerland to outside the EEA or Switzerland, either  
directly or via onward transfer, to any country or recipient: (i) not recognized by the European  
Commission as providing an adequate level of protection for personal data (as described  
pursuant to applicable Data Protection Law, and (ii) not covered by a suitable framework  
recognized by the relevant authorities or courts as providing an adequate level of protection  
for personal data, including but not limited to Binding Corporate Rules for Processors.  

9.1.2 The Standard Contractual Clauses apply to (i) the legal entity that has executed the  
Standard Contractual Clauses as a Data Exporter and, (ii) all Affiliates (as defined in the  
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Agreement) of College established within the European Economic Area (EEA) and  
Switzerland that have purchased Services on the basis of an order under the Agreement. For  
the purpose of the Standard Contractual Clauses and this Section 9, the College and its  
Affiliates shall be deemed to be “Data Exporters”.  

9.2 This DPA and the Agreement are Data Exporter’s complete and final instructions to Data Importer  
for the Processing of Personal Data. Any additional or alternate instructions must be agreed upon  
separately. For the purposes of the Standard Contractual Clauses, the following is  deemed an 
instruction by the Data Exporter to Process Personal Data: (a) in accordance with the  Agreement and 
applicable orders thereunder; and (b) in compliance with other reasonable instructions  provided by 
College (e.g., via a support ticket) where such instructions are consistent with the terms  of the 
Agreement.  

9.3 Data Exporter acknowledges and  expressly agrees that ZeeMee’s Affiliates may be retained as 
Subprocessors; and (b) ZeeMee and ZeeMee’s Affiliates respectively may engage third-party 
Subprocessors in connection with the  provision of the Services. Data Importer shall make available 
to College a current list of  Subprocessors for the respective Services with the identities of those 
Subprocessors in accordance  with Section 5.5 of this DPA, further detailing ZeeMee’s provision of 
the Subprocessor List.  

9.4 The parties agree that the copies of the Sub-processor agreements that must be sent by the Data  
Importer to the Data Exporter pursuant to the Standard Contractual Clauses may have  all commercial 
information, or provisions unrelated to the Standard Contractual Clauses or their  equivalent, removed 
by the Data Importer beforehand; and that such copies will be provided by Data  Importer only upon 
reasonable request by Data Exporter.  

9.5The parties agree that the audits described in the  Standard Contractual Clauses shall be carried out 
in accordance with the following specifications:  Upon Data Exporter’s request, and subject to the 
confidentiality obligations set forth in the  Agreement, Data Importer shall, within a reasonable period 
following such request, make available  to Data Exporter (or Data Exporter’s independent, third-party 
auditor that is not a competitor of ZeeMee) information regarding ZeeMee Group’s compliance with 
the obligations set out in this DPA  in the form of the third- party certifications and audits it carries 
out as described in the Agreement  and/or the Security Practices Document to the extent ZeeMee 
makes them generally available to its  customers. College may contact Data Importer in accordance 



with the “Notices” Section of the  Agreement to request an on-site audit of the procedures relevant to 
the protection of Personal Data.  College shall reimburse Data Importer for any time expended for any 
such on-site audit at the ZeeMee Group’s then-current professional services rates, which shall be made 
available to Data Exporter upon  request. Before the commencement of any such on-site audit, Data 
Exporter and Data Importer shall  
mutually agree upon the scope, timing, and duration of the audit in addition to the reimbursement rate  
for which Data Exporter shall be responsible. All reimbursement rates shall be reasonable, taking into  
account the resources expended by Data Importer. Data Exporter shall promptly notify Data Importer  
with information regarding any non-compliance discovered during the course of an audit.  

9.6 The parties agree that the certification of deletion of Personal Data shall be provided by the Data 
Importer to the Data Exporter only upon Data Exporter’s request.  

9.7 In the event of any conflict or inconsistency between this DPA and the Standard Contractual  
Clauses in Annex 3, the Standard Contractual Clauses shall prevail. If this document has been  
electronically signed by either party such signature will have the same legal affect as a hand written  
signature.  

10.PARTIES TO THIS DPA  

10.1Limitation of Liability. ZeeMee, Inc. is a party to the Standard Contractual Clauses in Annex 3.  
If ZeeMee, Inc. is not a party to the Agreement, the Section of the Agreement ‘Limitation of Liability’  
shall apply as between College and ZeeMee, Inc., and in such respect any reference to ‘ZeeMee’ shall  
include both ZeeMee, Inc. and the ZeeMee entity who is a party to the Agreement. Each party’s and  
all of its Affiliates’ liability, taken together in the aggregate, arising out of or related to this DPA, and  
all DPAs between Authorized Affiliates and ZeeMee, whether in contract, tort or under any other  
theory of liability, is subject to the ‘Limitation of Liability’ section of the Agreement governing the  
applicable Services, and any reference in such section to the liability of a party means the aggregate  
liability of that party and all of its Affiliates under the Agreement and all DPAs together. For the  
avoidance of doubt, each reference to the DPA in this DPA means this DPA including its Annexes,  
Schedules and/or Appendices.  

10.2 Authorized Affiliates & Contractual Relationship. By executing this DPA, College enters into  
this DPA on behalf of itself and, to the extent required under applicable Data Protection Laws, in the  
name and on behalf of its Authorized Affiliates if and to the extent ZeeMee Processes Personal Data  
for which such Authorized Affiliates qualify as the Data Controller. Each Authorized Affiliate agrees  
to be bound by the obligations under this DPA and, to the extent applicable, the Agreement. For the  
avoidance of doubt, an Authorized Affiliate is not and does not become a party to the Agreement, and  
such Authorized Affiliate is only a party to the DPA. All access to and use of the Services by 
Authorized Affiliates must comply with the terms and conditions of the Agreement and any violation  
of the terms of the Agreement by an Authorized Affiliate shall be deemed a violation by College. For  
the purposes of this DPA only, the term “College” shall include College and Authorized Affiliates,  
unless otherwise indicated herein.  

10.2.1 Communication. The College that is the contracting party to the Agreement shall  
remain responsible for coordinating all communication with ZeeMee under this DPA and be  
entitled to make and receive any communication in relation to this DPA on behalf of its  
Authorized Affiliates.  

10.2.2Rights of Authorized Affiliates. Where an Authorized Affiliate becomes a party to  the 
DPA with ZeeMee, it shall to the extent required under applicable Data Protection Laws  be 
entitled to exercise the rights and seek remedies under this DPA, subject to the following:  

10.2.2.1 Except where applicable Data Protection Laws require the Authorized  
Affiliate to exercise a right or seek any remedy under this DPA against ZeeMee 
directly by itself, the parties agree that (i) solely the College that is the contracting  
party to the Agreement shall exercise any such right or seek any such remedy on  
behalf of the Authorized Affiliate, and (ii) the College that is the contracting party to  



the Agreement shall exercise any such rights under this DPA not separately for each  
Authorized Affiliate individually, but in a combined manner for all of its Authorized 
Affiliates together. 
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11.DEFINITIONS  

“ZeeMee Affiliates” means any entity which is controlled by, controls or is in common control with 
ZeeMee.  

“ZeeMee” means the ZeeMee Group entity that is a party to this DPA, as applicable. “ZeeMee 

Group” means ZeeMee and its Affiliates engaged in the Processing of Personal Data.  

“Authorized Affiliate” means any of College's Affiliate(s) which (a) is subject to the Data Protection  
Laws of the European Union, the European Economic Area and/or their member states, Switzerland  
and/or the United Kingdom, and (b) is permitted to use the Services pursuant to the Agreement  
between College and ZeeMee, but has not signed its own Order Form with ZeeMee and is not a  
“College” as defined under the Agreement. For the purposes of this DPA only, the term “College”  

shall include College and Authorized Affiliates, unless otherwise indicated herein.   

“Data Controller”, “Data Processor”, “Data Subject”, “Commission”, “Member State”, and  
“Supervisory Authority” shall have the meaning given to them in Chapter 1, Article 4 of the GDPR  
and their cognate terms shall be construed accordingly.  

“Data Protection Laws” means all laws and regulations, including laws and regulations of the  
European Union, the European Economic Area and their member states, including the GDPR (as  
defined below), applicable to the Processing of Personal Data under the Agreement.  

“GDPR” means EU General Data Protection Regulation 2016/679 (Regulation (EU) 2016/679 of the  

European Parliament and of the Council of 27 April 2016) on the protection of natural persons with  

regard to the Processing of Personal Data and on the free movement of such data, and repealing EU  

Directive 95/46/EC.  

“Personal Data” means any information relating to (i) an identified or identifiable person and, (ii)  an 
identified or identifiable legal entity (where such information is protected similarly as personal  data 
or personally identifiable information under applicable Data Protection Laws), where for each  (i) or 
(ii), such data is provided by College to ZeeMee in connection with the Agreement.  

“Processing” means any operation or set of operations which is performed upon Personal Data,  
whether or not by automatic means, such as collection, recording, organization, storage,  adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or  otherwise making 
available, alignment or combination, blocking, erasure or destruction (“Process,”  
“Processes” and “Processed” shall have the same meaning).  

“Security Breach” has the meaning given in Section 7 of this Addendum.  

“Security Practices Document” means the Information Security Practices Document (or the  
applicable part dependent on what Services College purchases from ZeeMee), as updated from time  
to time, or as otherwise stated or incorporated in the Agreement between ZeeMee and College.  

“Services” has the meaning under the parties’ Agreement where ZeeMee Processes Personal Data of  
College. 
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“Standard Contractual Clauses”  means the clauses referenced in Annex 3 for the transfer of 
personal data to processors established in  third countries which do not ensure an adequate level of 
data protection.  

“Subprocessor” means any Data Processor engaged by ZeeMee or a member of the ZeeMee Group.  

List of Annexes & Attachments  
Annex 1: Details of Processing College Personal Data  
Annex 2: Subprocessor List  
Annex 3: Standard Contractual Clauses  

IN WITNESS WHEREOF, this DPA is entered into and becomes a binding part of the Agreement(s)  
between College and ZeeMee, as of the Effective Date. If this document has been electronically signed  
by either party such signature will have the same legal effect as a hand-written signature. 

Agreed for and on behalf of ZeeMee, Inc.  Agreed for and on behalf of 

College: College Name:  

By:  By:  

Name:  Name: 

Title:  Title: 

Date:  Date: 
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ANNEX 1: DETAILS OF PROCESSING OF CUSTOMER PERSONAL DATA  

This Annex 1 includes certain details of the Processing of College’s Personal Data as required by  
Article 28(3) GDPR (or as applicable, equivalent provisions of any other Data Protection Law).  

Subject matter and duration of the Processing of College Personal Data  

The subject matter and duration of the Processing of the College Personal Data are set  
out in the parties’ Agreement and this Addendum.  

The nature and purpose of the Processing of College Personal Data  

Nature:  

⌧Collection   

⌧Recording   

⌧Disclosure   

⌧Deletion   

⌧Alteration   

⌧Use  
Purpose:  

College Personal Data is used to provide support or other Services as set out in the  
Agreement.  



The types of College Personal Data to be Processed  

⌧Student Information (as defined in the Agreement) of natural persons   

⌧College employee, faculty and staff data of natural persons  

The categories of Data Subject to whom the College Personal Data 

relates Special Categories of Personal Data (Art. 9   

GDPR) Health/sex Life  

Trade Union Membership  
Religious or Philosophical   
Beliefs Political Opinions  
Racial/Ethnic Origin  

For the avoidance of doubt, the parties’ Agreement does not contemplate College providing  
Personal Data with any Special Categories of Personal Data, however if and to the extent  
ZeeMee receives such information from Data Subjects in the performance of the Services,  
ZeeMee will comply with all applicable Data Protection Laws.  

The obligations and rights of College and College Affiliates  

The obligations and rights of College and College Affiliates are set out in the Agreement and  
the DPA, including any Annex, Attachment or Schedule to the DPA. 
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ANNEX 2: SUBPROCESSOR LIST 

SUBPROCESSOR  LOCATION  SERVICES 

Amazon AWS  United States  Hosting services 

Amplitude, Inc.  United States  Data analytics 

Bitrise, Ltd.  United Kingdom  Hosted mobile app development tools 

CDNetworks, Inc.  United States  Content delivery network 

Chart.io, Inc.  United States  Data analytics 

Codeship, Inc.  United States  Hosted mobile app development tools 

Datadog, Inc.  United States  Data infrastructure analytics 

Embed.ly  United States  Rich media embedding and analytics 

ExaVault  United States  SFTP platform for secure file transfer 

Filestack, Inc.  United States  File uploading API developer service 

Google, Inc.  United States  Communications, analytics, storage 

Heroku  United States  Platform-as-a-Service 

Holistics Software Pte Ltd  United States & Singapore  Data analytics 



Instapage, Inc.  United States  Personalized digital advertising pages 

Intercom, Inc.  United States  Customer support communications 

Logentries (RevelOps Inc.)  United States  SaaS-delivered log management and 
analytics  service 

MatrixsDS  United States  Hosted data analytics 

Microsoft Corporation  United States  Storage 

Mixpanel, Inc.  United States  Data analytics 

Pusher Limited  United Kingdom  API service for adding real-time bi-
directional communication 

Rollbar, Inc.  United States  Developer tool for debugging 

Segment.io, Inc.  United States  Data transport infrastructure 

SendinBlue SAS  France  Marketing communications platform 

Sidekiq (Contributed   
Systems LLC) 

United States  Job scheduler for background processing 

Slack Technologies  United States  Internal communications 

Slick Innovations, LLC  United States  User text communication platform 

The Rocket Science 
Group  (Mailchimp) 

United States  Marketing communication 
automation  platform 

TrackJS LLC  United States  Error tracking for web applications 

Twilio, Inc.  United States  Communications platform (messaging 
and  video) 

Typeform, SL  Spain  Survey platform 

X.commerce, Inc. (RJ   
Metrics) 

United States  Data infrastructure and analytics 
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ANNEX 3: MODEL CLAUSES  

 
References to “Standard Contractual Clauses” for the purpose of the DPA means all of the following: 

For Personal Information subject to the GDPR or the Swiss FADP, the “2021 Standard Contractual Clauses,” defined as 

the clauses issued pursuant to the EU Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard 

contractual clauses for the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the 



European Parliament and of the Council, available at http://data.europa.eu/eli/dec_impl/2021/914/oj and completed as 

described in the “Data Transfers” section below; and 

For Personal Information subject to the UK Data Protection Law, the UK International Data Transfer Agreement or if 

applicable the International Data Transfer Addendum to the EU Commission Standard Contractual Clauses, documents 

were issued under Section 119A of the Data Protection Act 2018 and following Parliamentary approval came into force on 

21 March 2022 and available at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-

protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/; and 

In each case as the foregoing documents and URLs may be revised and updated by the responsible government authorities 

in the future. 
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